Barracuda — Customizing Your Spam Preferences

To access your spam account
1. Openup abrowser and go to
http://spam.wdmcs.org:8000

2. Log in with your network ID and password.

3. Click on the Login button.

Quarantine Inbox
Once you're logged in, the screen

Barracuda Spam & Virus Firewall

Please type your email address and password below. If you
are the firewall administrator, type your administrative
credentials.
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You can view any held email by
clicking on it.
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Buttons exist for whitelisting
senders, delivering a message once
or deleting (blacklisting) a message.
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This wil help you

If you have a long list of messages and need to find a particular item that may have wind up in

your spam, use a filter to locate the message quickly.

1. From the Filter ¥ drop-down, choose either From, Subject or Message for the filter you

want to filter on.

2. Choose Contains

for the part of
the message that
you want the
filter to look for.

Quarantine Inbox

B Message |E| contains

|E||ha|lnween

Search

3. Finally, type the text that you want the filter to look for.

4. Click + to specify additional filters or - to remove a filter.


http://spam.wdmcs.org:8000/

5. Click the Search button to see the matching results.

Helpful Hint:

To unfilter the Inbox, just switch the filter to —Select Filter-, delete the text in the text field

and then click on the Search button.

Preferences

To access the Preferences area, simply click on the Preferences tab at the top of your screen.

There are 3 sections that you can customize.

Whitelist/Blacklist
Allowed Email Addresses and Domains (Whitelist)

This option allows you to add any email senders to your whitelist. This list of senders are not

blocked even if the message matches spam

rules. You can either be specific
(user@domain.com) or make your whitelist
more broad by typing just the domain
(domain.com).

Allowed Email Addresses and Domains (Whitelist)

Email Address

Bulk Edit

Blocked Email Addresses and Domains
(Blacklist)

This option allows you to add any email
senders to your blacklist. This list of senders

Blocked Email Addresses and Domains (Blacklist)

Email Address Bulk Edit

are blocked, regardless of content, unless a

whitelist entry is also present. You can either use a full email address or make it more broad.

To add an address, just type it in the appropriate box and click the Add button.
To delete an address, just click on the trash icon next to the email address.

Quarantine Settings

Quarantine Enable/Disable
If you leave the default of Yes, any messages that
are suspect will be routed to the Quarantine Inbox.

If you choose No, quarantined messages will be
sent your Outlook Inbox with [QUARANTINE]
added to the subject line.

Enable Quarantine:

Quarantine Enable/Disable

@ Yes ) No

Notification Interval:

Notification Address:

Quarantine Notification

@ Daily ) Weekly ©) Never

Do not change.




Quarantine Notification
Currently, the default notification is sent out on a daily basis. Here’s an example of what the
message will look like in your Outlook Inbox:

Il Jackie Meuberger FW: Voice Message From: John Brown [6010]
| Barracuda Spam & Virus Firewall Spam Quarantine Summary - (17) |
Brown, Scott Infinite Campus

If you don’t want to receive a daily notification, then you can click on Weekly or Never.

Notification Address — do not change the default address.

Spam Settings

The first time you access Spam Settings, you will only
see is the default settings. If you would like to make
changes: Use System Defaults: @ Yes ) No
1. Click on No under the Spam Scoring section.

2. Click on the Save Changes button for that section.
3. The Spam Scoring section will expand to allow for customization.

Spam Scoring

To help you better understand how the scoring works, refer to the scenarios below:

| want less spam, even if it blocks legitimate messages . ..
e Move the Tag slider down to 0.5
e Move the Quarantine slider to 2.0

| don’t mind getting more messages tagged as [SPAM?] in my Inbox. | don’t mind seeing them
as long as they’re marked . ..

e Keep the Tagslider at 1.5

e Move the Quarantine slider to 5.0

Okay, so | want to be able to see them, but | don’t want them to automatically be tucked away
into a folder so | can look at them when | want.
o Keep the Tag slider at 1.5
e Move the Quarantine slider to 5.0
e Locate the handout Outlook — how to create an email rule for SPAM and set up a rule
for [SPAM?]
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